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ÅNearly every organization uses firewall and anti-virus technologies

o 98% for firewalls

o 97% for anti-virus

Χ ȅŜǘ Χ

ÅThey still experience significant financial loss

o Top 4 sources represent nearly 75% of total loss
(Average loss = $124,553 / company)

» Virus incidents (Avg. $50,132 / company)

» Unauthorized access  (Avg. $33,920 / company)

» Loss of laptops/mobile data  (Avg.$21,223 / company)

» Theft of proprietary information  (Avg. $19,278 / company)
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Financial Loss
Source: 2006 CSI/FBI Computer Crime and Security Survey
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ΧŀƴŘ ǘƘŜ ǊŜƭŀǘŜŘ 
impact of lost:
» reputation
» brand value
» customers
» prospects
» sales
» revenue

? ? ?



ÅTop areas of concern for business
o Protect data access
o Ensure compliance
o Prevent data leakage
o Prevent data theft
o Block viruses/worms

ÅIncreased threats & risks
o Unauthorized access
o Removable storage
o Rogue applications
o Zero-Day Attacks
o Mobile workers
o Stolen laptops
o Data leakage
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Valid Concerns
Source: 2006 CSI/FBI Computer Crime and Security Survey
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Mobile Workers | Data Leakage
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Coffee Shop



Rogue Applications | Malware
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