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Welcome to the San Jose
Tech-Security Conference



The Password Challenge

eThe Network Challenge
eThe Communications Challenge

The Endpoint Challenge
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Static passwords are an organization’s
weakest security link

- Easy to Steal

» Easy to Guess

= Easy to Crack

= Not Auditable

» Regularly Written Down
» Expensive to Manage

» Hard to Remember

Written passwords ...

Hacking remotely...

“The weakest link only involves easily

getting your password!”
- Jason Hart (World Renowned IT Security
Specialist)

©1991-2007 JCS & Associates, Inc. All rights reserved. Proprietary and confidential. 3



lihe Passywoerd Challenge

Every employee holds the keys to your
business!

Your information is now held in a virtual office

...and your users are coming and going 24x7

Your firewalls, VPN's or SSL/VPN'’s
...create the walls and doors of your virtual office

Your users’ digital identities
...are the keys to your front door

It only takes one user to be careless with their key
. ..and you don’'t know who is going to walk in!

©1991-2007 JCS & Associates, Inc. All rights reserved. Proprietary and confidential.



User Productivity still requires Simple, Flexible
and Secure Access to information

e Programs & Applications

e Digital Assets & IP

 Portal / Enterprise Management
» e-Business & e-Commerce Network accessat | g
« Customer & Partner Info the office... '
e Internal and External Networks

* Web Site
* Outlook Web Access (OWA) or remote access from

your home or while
travelling.

L Y-

(=™
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»Keep confidential data in
PCI, HIPAA, GLBA, legal liability

»Keep threats out
Malware, File Sharing Applications, Viruses, Porn

»Managing policy, procedure & controls

Defining Business Use and Entertainment

Technology Deployment
Training and Education
Regularly Monitor & Verify Technology Use

©1991-2007 JCS & Associates, Inc. All rights reserved. Proprietary and confidential. 6



»Everything in the Network is Communications
Packets, protocols, content

»Every hole (in/out) iIs a vector for attack & leaks

What's exposed?
Who'’s using it?
What’s happening?

©1991-2007 JCS & Associates, Inc. All rights reserved. Proprietary and confidential. 7



Technology, by itself, doesn’t keep you secure

»Rule-based systems control known traffic & content
»Static control vs. dynamic use = incompatible
»Systems can’t tell you what they missed

»Abuses, errors, accidents, leaks = increased risk
»It's not technology, it’'s how Iit’s used

»Must see actual technology use to determine status

©1991-2007 JCS & Associates, Inc. All rights reserved. Proprietary and confidential. 8
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»ENndpoint agents are difficult to deploy and manage
»Endpoint (PCs, Servers, Mac, Linux) applications are
Inherently unstable

»ENndpoint security applications are even more so
»Agent software conflicts leading to blue screens are a
big issues with most Endpoint security tools

»Constant updates must be deployed

»Most security tools can be disabled or tampered with
»Each tool addresses only one part of the security puzzle
»Most Endpoint security tools do not have intuitive
management consoles
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lhe Endpoeint Challenge

The firewall and IDS protect the
network from threats through

the Internet ... B ot
through the endpoints.

©

Coor DVD

IDS

wirus @

Warld Wide

4 Weh
ﬁata “leakage®

enterprise network =
remole 3CCess
prograns

firewall
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Internal and External Modems
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CRYPTOCard: The Solution to
The Password Challenge



CRYPIOCE

!

W a—

A unique identity for every user — every time they log-in.

Normal login procedure.
Step 1: Enter your user name...

Something You Know (Factor #1). =
Step 2: Enter your Personal PIN in the
password area...

Something You Have (Factor #2).

Step 3: Generate with a one-time
password and type it right after
your PIN.

©1991-2007 JCS & Associates, Inc. All rights reserved. Proprietary and confidential. 13



CRYPII®GEan

A unique identity for every user — every time they log-in.

Generated by a simple to use Token
- Press the button for a One-Time Password!!

Enables Two Factor Authentication (2FA)

- Something You Know (PIN)

Something You Have (Token)

123456 + = Vnxisl
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e If You Are Using Passwords, You Are Vulnerable!
e Act Today To Amend Your Security Policy

e CRYPTOCard Provides You With:
- 2FA With The Highest Security Possible

- Meeting Your Budget Requirements
(Capital Expenditure vs. Operational Expenditure through
CRYPTOMas Managed Service Option).

- Best Total Cost of Ownership

(Price, Low Support Costs, Long Warranty, Perpetual Licenses vs.
RSA where you get the pleasure of purchasing tokens every 3, 4
or 5 years!).

©1991-2007 JCS & Associates, Inc. All rights reserved. Proprietary and confidential. 15
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Threat Inspector: The Solution
to The Network and
Communications Challenges
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Security Information Management (SIM)

= Centralized Security Console

= Easy one-click operation

= Full accounting, comprehensive usage profile

= Documents key controls, policy & performance status
=  Simplifies troubleshooting

= Proactive security management reduces IT costs

©1991-2007 JCS & Associates, Inc. All rights reserved. Proprietary and confidential. 19
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80
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Normal Network Trend

Abnormal 25
Trend
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Firewall
b\'l’hreat Inspector’

10.10.0.0
192.0.0.0
168.0.0.0
Extemal

168.0.0.0

Passively monitors all inbound and outbound traffic activity

©1991-2007 JCS & Associates, Inc. All rights reserved. Proprietary and confidential.

Installs in minutes

Non-disruptive to
network

Single PC
network-level data
source

One-click risk
assessment

Objective network-
level vantage

Layered defense

W a—
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Reports

These progams are sually dewnloaded md installed by users minteztionally or bundled

1temsek!snnmx]nnﬁbaibe:mm\rhﬂl The truth is that most Spywaze / Adware

* Spyware / Adwase programs impact the botrom ine. Each system that bacomes
alow, unstable or uzusable costs [T sesotces to fix in addifion 0 affecting the

+ Each fmstance represens tmapproved softmiare that has full access to daa storad an
its system. the corparate nanwork, 2nd axy dara an authenricated user has access to.

* The abilty of Spyware / Adware to pevetrate deskiops is not uique. Hackess with

orgazization is isfected with Spyware ! Adware i a iy accumate baromsater for

Inbound Firewall Profile
Th tha gvstar: ennces pocaczad by extarnal
o
2erf
el
Thy SurfTime
‘SurfTime s an estimate of the total amount of fime a vser spends surfing the Intermet and
provic
Tong af
Accep
Ll Web-based E-mail
Note: Wieb-based e-mail offers 2 flexibla and convensant way to view and serd e-mails from
canzed] ey Iernet-connected coryputer. Mazy of these services are free. anooymous,
which -
web-baf
racio of G
nigh lef senf
Yo e ;;‘
o - l Spyware / Adware
==y
s idad ‘Spymars [ Adware programs ars 2 emendous resource drin for many IT departments.
Summ beay
woy with otber spplicaricns that profess to make the [nternet experience sasier o more fim.
While may of these prozrms pramise to benignly track user surfing habits, most
Ty queckly bacoms mor: thal a0 AWGYARCE SPAWIIE Pop-Tp Mdvartisements, cusing
performance problenss ard system instabiaty. Thess actions lead directly o loss of
employes productivity, increased helpdesk calls. and increasing IT costs
. From 2 practical standpoint, 2y workstation mfacted with 2 Spyware / Adware pro
is conmpromised. The r!]:ma:mnnﬂwlr / Adveare progmms to secreily ms\aL
] orozrm a0e insmalled with the comsear of the usar. althongh often this consent i sockally
eagmearad. The fmporant fact 1o mudarstand i fhat 2 hacker with malictous imtant ca
exploit the same social, netwark and techrology conditions to install backdoars, key
lozgers and Trojams. The dezze to which an orzanization is infected with Spyware /
Adwars is a fairly accurats barometer for how snsceptisle it iz 10 amacks
Spyware | Adware valnerabilities are Listed under the fth most critical Internet Security
— Vilnerability o the 3004 SANS Top 20 Intemet Security Vilnerabilities List,
‘Things to consider:
Juve |
=
vl
;‘. productivity of emplovess.
a
f—
‘malicious inrersans can explait tha :am social, neswork avd tackmology
conditions w0 froduce new threats and exploits. The degree to which an
Tow suscepeible i iz to these types of atmcks.
P * Mot Spyware / Adwars program are installed with the consent of the usar,
althouzli often this cansamt is secially sngmeersd

Pomerad by Congroty Tashusisgies Fagas
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Firewall Report
Passive pen-test

Web use report
Email Systems report
Spyware/Adware

IM, P2P

Data leakage

Risk Exposure
Rating

Individual detailed
device logs
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Full Accounting

/2 Internet-Exposed TCP/IP Services - Windows Internet Explorer

=10l x|

@;;} - |g, http:/f127.0.0,1:81 /networkiprotojinboundftcp?view=0;lowdir=0; order=6 j |"'fH X | IGoogIe

o[

12? ﬁ'ﬁ @Internat-Exposed TCPIIP Services | | J@Hnm& - ¥
Congruity Threat Inspectore
Technologies
Know the Network." xi@=[ Tliat T Hosts Services Time

Configuration

) Internet-Exposed TCP/IP Services
Audit

6/22/2007 - 6/29/2007

Findings

‘ This summary represents the inbound network security policy.

Spyware
Peer-to-Peer
Web Sharing

Top: I Max 'l

TCPIP Bytes

M Port ] Sessions Failed *Total Inbound
Offensive smitp 25 EMAIL 13201 0 76211 MB 73111 MB
_ . ms-sql-s 1433 14218 0 19339MB  39.23MB
LTl vytalvaultbrp 2546 12 0 13415 MB 13033 MB
Files dmdocbroker 1489 FTP data 1 0 35.36 MB 1.02 MB
E-mail t128-gateway 1627 FTP data 1 0 3E18MB 1.01 MB
N sdsc-Im 1537 FTP data 1 0 3494 MB 1009.54 KB
Web Use Juyaes 443 SSLy3 1942 2 3055MB 648 MB
Search 3202 469 0 2291 MB 1.83 MB
Windows 3204 466 0 2213 MB 1.80 MB
- 3203 472 0 2126 MB 1.82 MB
3561 FTP data 1 0 795MB  172.01KB
3571 ETP data 1 0 790MB  169.72 KB
- cnap 1637 FTP data 2 0 42TMB 12792 KB
Clients laplink 1547 FTP data 1 0 418MB 12186 KB
Protocols netmap_lm 1493 FTF data 1 0 416 MB 12018 KB
Bandwidth docstor 1488 FTP data 1 0 379MB 11133 KB
e ampr-inter 1536 FTP data 1 0 351MB  101.98 KB
shockwave 1626 FTP data 2 0 290MB 83.93 KB
https 443 181 0 106 MB 22553 KB
http 80  HTTP 784 0 82890 KB  435.69 KB

Outbound
31.00 MB
154.16 MB
3.82MB
34.34 MB
3417 MB
33.95 MB
24.07 MB
21.08 MB
20.33 MB
19.44 MB
71.78 MB
7.73MB
414 MB
4.06 MB
4.04 MB
3.68 MB
341 MB
282 MB
863.23 KB
390.21 KB

AAT 40 10T
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= Monitors & Decodes:
— Every session
— Data
— Ports
— Protocols
— Applications
— Communications
— Files & Content
— Source & Destination

— ....for every
workstation and
server over 24 x 7
operational cycle
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Simplifies Troubleshooting

™ protocol list - Windows Internel Kplorer =
Protocol list - Wind, Ink t Expl O x

@@v Iﬁ, http:,l’,l’lZ?.D.D.1:81,l’networkfobjdetail?cid=8255?0;view=D;FIOwdir=1;ornj || X IGoogIe 2|~

»
i:? ke 281~ @Active TCR{IP Addresses @Protocol list » J @Home -

Threat Inspectore

6/22/2007 - 6/29/2007

Client: 002258d

Discovered: Fri Jun 22 2007 10:32 AM
Protocol: TCR/P

Type: Internal Client

Server List | Client List | Protocol use | Session Activity

Qutbound Bytes

Service Port 1D *Sessions Failed Total Inbound Qutbound
http 80 HTTP 3000 0 96319 MB  935.33 MB 27.87 MB
https 443 SSLv3 800 22.75 MB 19.61 MB 313 MB
https 443 385 518 MB 470MB 49130 KB
http 80 126 1.78 MB 1.70 MB 84.09 KB
tincan 1934 9 11.03 MB 10.68 MB  358.06 KB

60001 34531 KB 208.6T KB  136.64 KB
tsp 554 62.00 B 0.00B 62.00 B

Totals: 7 14 1004.26 MB ~ 972.22 MB 32.05 MB

©1991-2007 JCS & Associates, Inc. All rights reserved. Proprietary and confidential.

o

Full accounting
Detailed log files
Hyper-linked data

Start low with ports
or start high with
devices

Tracks network flows

Perimeter to
endpoint
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Summary

= Extremely easy-to-use & operate

= Centralized view of security operations

= Comprehensive reporting & forensics

= Objectively verify policies, procedures and controls

= Most cost-effective and affordable to own & operate
= Pricing

Up to 100 Endpoints
Up to 250 Endpoints
Up to 500 Endpoints
Up to 1,000 Endpoints
Up to 5,000 Endpoints

©1991-2007 JCS & Associates, Inc. All rights reserved. Proprietary and confidential.

$1,995
$2,995
$3,995
$4,995
$9,995
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Promisec Spectator
Professional:
The Solution to
The Endpoint Challenge
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HOMISEC SPECIALOI

What is it?

Completely Clientless Endpoint Security Management (CESM)
Installs on a single PC or Server in under 10 minutes

Can inspect up to 250 PCs every 5 minutes

Each PC takes only 1 to 2 seconds to inspect

Black List (programs that shouldn’t be on the Endpoints) and White

List (programs that should or must be on the Endpoints)
Included in scan

Anti-Virus client verification, including signature file updates
Controls removable media devices
Repairs problems remotely

Ensures the availability of 3@ party security clients (Altiris,
Zenworks, Tivoli, etc.)

Ensures compliance with SOX, HIPAA, GLBA, FISMA, SB1386

©1991-2007 JCS & Associates, Inc. All rights reserved. Proprietary and confidential.
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=IOMISEC SPECIAIOIN EIOIESSIOIN

How Does It Work?

Single program running on one PC or Server

Uses 30+ documented and undocumented Microsoft APIs to
communicate with endpoints

Uses credentials of local endpoint, or other credentials from
credential manager to access endpoints

Inspects endpoints by host name, IP address, list of host names, IP
address range or AD OU

Builds database of findings for immediate and historical reporting

Reports or alerts can be sent via Net Send, E-Mail or an external
program can be run

Check Point Firewall-1 integration can block non-compliant
machines from VPN access

IBM Tivoli Monitoring Server Integration

©1991-2007 JCS & Associates, Inc. All rights reserved. Proprietary and confidential. 28
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The Process

Install the software solution on a PC or Server
Define a baseline endpoint security policy

Inspect the enterprise endpoints for compliance with baseline. The
first inspection usually identifies quite a bit more going on than
the administrator originally thought, including:

= Unauthorized applications and processes
= Misconfigured Services

= Required applications that are not up-to-date or that have been
disabled

= PCs without a third party desktop security agent

= Unauthorized shares that have been published to the world
= Unauthorized use of devices

= Suspicious Files and Registry Entries

= Remnants of deleted unauthorized applications

= Unknown Devices or evidence that these devices were attached
recently

©1991-2007 JCS & Associates, Inc. All rights reserved. Proprietary and confidential. 29



Promisec Spectator Profiessional

Spectator - Default

File  Report | Tools | Help
[Jew S30pet ] Scheduled Tasks spectinloop M Step | [E) B Lt =
0 Hosts to be Insp Acknowledge List g Hosts for Inspection | Anti Yirus I Service Packs [ Files | User Defined
m s Tk = heat |D0main " Fin ” P Range | FZP Applications Remote Controll . || . Hardware
. oS B rolication Mo = Chatting || —~Object Configuration
= sorll e E Inspected ?& 2A-ChitChat = Alert on this object if:
& Prevention Madule Starkup Monitar i 12Plaret M Server
% Advanced Options Pracess Manitar {8 123 Flash Chat Server (%) Installed O Mok Installed
- - '.*.‘f Abo Sabreen Messenger
LB Toolbar Monitar | ACEmessage
inimize: To Tray — — 3
Service Monitor 58 AChat Inherit from Parent Group
@ ActivePager
() 1P Address AdiIRC
AIM Ohbject Information
[ Air Messenger Cliert T:IWE U.SEFEF ctljattinf-; programsdm.li_gh!:
) alloww infilbration of viruses and Trojans
% B M?ssenger bl irka the system. In addition, these
Akeni LAM Messenger programs could endanger the entire
AlLME computer syskem due to their known
~ BliveChat weaknesses,
‘? AM Lightning Messenger Client
& AteoMessenger
G ATSA Chat
Avpad A1 Trade Marks of the mentioned
Add £ Axmate 3 products are owmed by their prodacers
PR —.m - —
Host Marne 1P Address Last User Logan COhject Status Details
~!r‘

©1991-2007 JCS & Associates, Inc. All rights reserved. Proprietary and confidential.




* User Defined

| Hotfix | Application [ Registry |Files | Process | Service |

You can add a list of Reqistry kews to be Inspected
while running Spectator,
In order ko add a specific Registry key you should:
1. Specify the "Display Mame" of the Registry key,
(For example; Metsky, K Yirus),
2, Specify the registry key path
(For example: HELMYSOFTWARE \Microsoft
Vfindowesy Currentyersion|Run).
3. Specify the registry value (For example: ICG Met).
4, Specify the registry data
iFor example: SewWindird:iwinlogon, exe -stealth),
5. Toimport key parameters From registey free
please push the registry wizard butkon,

Display Marme

Reqistry Key

[] Registry Yalue

[] Registry Data

[ ] Replace Data to

Aidd Lpdate Dielete

[ Impiork J[ Expiort J [ Ok ][ Cancel

©1991-2007 JCS & Associates, Inc. All rights reserved. Proprietary and confidential.
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# scheduled Tasks

#dd Scheduled Task &l Scheduled Tasks

Select the time and day wou want this task ko skark

Stark Time: 04:55 PM ]

b

Select the day(s) of the week below

L] Monday [] Friday
[] Tuesday

[] wednesday [] Saturday
[ ] Thursday [ ] sunday

Select the configuration file containing the
configuration you wank ko perfarm ar leave empby if
wou prefer ko keep the current configuration

Zonfiguration File Mame:

[ Browse ]

Close

©1991-2007 JCS & Associates, Inc. All rights reserved. Proprietary and confidential. 32
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Easy to Use Report Writer Interface

! Spectator{tm} Report Yiewer

Beport wiew:

Hast name

COMP1933

ORG-DOMAINLSer 2422

Status

Additional Information

Spectatorlnspectorl

Conﬁuratlon

ORG DOMAINIUSer1933  Multiple occurrences detected Spectatorlnspecterl Matketing Department
COMP1933 Modem ORG-DOMAIMNIUser 1933  Multiple occurrences detected IR Modem SpectatorInspectorl Marketing Department
COMP1933 Startup Monitor CRG-DOMAIMNIUser 1933 | Multiple occurrences detected Dot Met. Update: ciiwin...  SpectatorInspectorl Marketing Department
COMP1933 Application Monitor ORG -DOMATNUser 1933 Mo Further indication after muIt FIFA 2005 SpectatorInspectorl Marketing Department

eDanks il Speckatarins

COMP3442 Skype ORG DOMF\IN'l,user3442 Multiple accurrences dete-:ted SpectatorInspectorl Marketing Department
COMP3442 Madern CRG-DOMAINUser 3442 Multiple occurrences detected IR Modem SpectatorInspectorl Matketing Department
COMP3442 More Than One Network Card  ORG-DOMAIN\User3442  Multiple occurrences detected InteliR) PROMireless ... SpectatorInspectorl Marketing Department
COMP3442 More Than One Metwork Card - ORG-DOMAIN\user3442  Multiple occurrences detected IntelR) PROJIDOYE M.,  SpectatorInspectorl Marketing Department
COMP1233 Service Pack 2 CRG-DOMAIMNIUser 1233 No Further indication after mult...  Service Pack 1 SpectatorInspectorl Marketing Department
COMP1233 Trilliar ORG-DOMATMNUser 1233 Mo Further indication after rulk. .. SpectatarInspector] Matketing Department
COMP1233 Everyone Share CRG-DOMAINUSer 1233 Multiple occurrences detected D SpectatorInspectorl Matketing Department
COMPEE12 Everyone Share CRG-DOMAINUser3312  Multiple occurrences detected Documents SpectatorInspectorl Marketing Department
COMPES12 Anti Yirus CRG-DOMAIM\User3812  Multiple occurrences detected Anti Yirus is not installe,..  SpectatorInspectorl Marketing Department
COMP1245 LISE Femowable Storage CRG-DOMAIM\User 1245 Multiple occurrences detected LISE Flash Drive USE De...  SpectatorInspectorl Marketing Department
COMPEED2 Anti Yirus CRG-DOMAIMN\User6642  Multiple occurrences detected Anti Yirus is not installe...  SpectatorInspectori Marketing Department
COMPEEE2 iTunes CRG-DOMAIMUser6642  Multiple occurrences detected SpectatarInspectorl Matketing Department
COMPEGEE2 iPodService CRG-DOMAINUsera642  Multiple occurrences detected SpectatorInspectorl Matketing Department
COMP2422 USE Removable Storage ORG-| DOMF\IN'I,user2422 Multiple occurrences detected USEZ.0 (FS) FLASH DIS, .. | SpectatorInspectorl Marketing Department

Marketing Department

COMP2422 192, Evervone Share Multiple occurrences detected Shared SpectatorInspectorl Marketing Department
COMP4E23 192, WHC CRG-DOMAIMUser4623  Multiple occurrences detected SpectatorInspectorl Marketing Department
COMP4233  192....  Anti Wirus CRG-DOMAINUser4233  Multiple occurrences detected Stopped SpectatarInspectorl Matketing Department
COMPEE32 192....  Process Monitar CRG-DOMAINUser3332  Multiple occurrences detected gdsads SpectatorInspectorl Matketing Department
4 |
Additional inforrmation:
Detection history:
Indication timefrarme: 13-02-2006 2212851
Indication type: Detected as Installed
Last user logaed on: ORG-DOMAINUser4423
Details: I-Stickz IntelligentStick USE Device
™ Custom Quer & auko report mode
Query start date: |13f02{z006 10:36FM 7] K
Query end date: |13."52-"2'3'35 10i35-PM ﬂ Gol Refresh Setup Miriirnize: about

©1991-2007 JCS & Associates, Inc. All rights reserved. Proprietary and confidential.
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A Real World Example

At one company, Spectator’s initial inspection of the company’s
9,900 endpoints revealed that:

19% of the endpoints showed one violation of the baseline security
policy (anti-virus issues, out-of-date service packs, P2P
applications, unauthorized shares, USB devices, remote control
software, etc.)

77% endpoints showed at least two violations
Only 4% of the endpoints inspected showed no violations
Administrators had been completely unaware of the scope of their

problems until Spectator revealed just how exposed their network
and PCs really were.

©1991-2007 JCS & Associates, Inc. All rights reserved. Proprietary and confidential. 34
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We’'re Here To Help!

If you would like us to come in and perform a Threat Inspector or
Promisec Spectator Professional scan on your network, we’re
available to do so free of charge.

We’ll even leave behind a report of all the anomalies that we find!

The complete process will take less than an hour, and you’ll be
amazed at what we discover.

If you're not ready to have us come on-site, we’ll show you how a
real scan of a live network looks through a live webcast. Sign up
for your webcast with us after the presentation.

And don’t forget to stop by and trade us your business card for
your free 1gb USB memory stick.

©1991-2007 JCS & Associates, Inc. All rights reserved. Proprietary and confidential. 37
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For More Information on
CRYPTOCard, Threat Inspector or
Promisec’s Spectator Professional

Contact:
Jim Shaeffer
JCS & Assoclates, Inc.
Phone 800-968-9527
E-Mail: jcs@jcsinc.com
Web Site: http://www.jcsinc.com

nc. All rights reserved. Proprietary and confidential. 38
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