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Agenda

« The Changing Landscape of Security Architectures

* Modern Attack Vectors
— Google
« Data Mining and Target Identification
— Attack Frameworks
— Wireless Networks
« Bypassing Security Controls
— Web Applications
» Application attacks from Information Gathering to Exploitation
— Physical Security
» Lockpicking for the lazy/efficient
— VoIP
» Spoofing, Monitoring and Phishing
— RFID Hacking

« Solutions and Mitigation Strategies
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Since January 1, 2007...

Over 121+ known instances of
privacy violation via;
» Data Security Breach / Intrusions
* Theft
 Inappropriate Use of Data
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The Information Security Problem
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Records of 2,000 Westerly

In the News

AP associzted Press

Hospital patients posted online

March 1, 2007

WESTERLY, R.I. --Two-thousand patients at Westerly Hospital had
their names, Social Security numbers and medical records posted on
a publicly accessible Web site, and the hospital said it doesn't know

who did it.

“WWe dan't knaw why
know how it happene
President and CEO
YWesterly Sun.

The Web site include
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The hospital said nol
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Wvesterly Police lear
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Soogle and found a |

FBI and State Police

The hospital worked
Inc., to take the site
according to the Sun
many people saw th
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Vandal/Identity Res

In Februany 2007, a file containing dat
research purposes was posted to the
outside of the University. The file was
Semvices office immediately upon disc
information for University employees, i
number. The file did not include any pe

To date, the university has no indicatio)
other than the reason for which it was
individuals and recommending steps t

Wie recommend that you take measirg
information by Utilizing services availa
vy annualcreditreport.com and click]

TJX T}MCDE Marshalls, HomeGoods AL Wright
THE TIX COMPANIES INC.

WWINNERS Homesense FiMCDK;

LETTER FROM TJX'S PRESIDENT AND CEO
February 21, 2007
To Our Valued Customers:

As TJX's President and Chief Executive Officer, | want our customers to know how much | personally regret any difficulties you
may experience as a result of the unauthorized intrusion into our computer systems. We are working with leading computer
security firms to investigate the problem and enhance our computer security in order to protect our customers' data. We are
dedicating significant resources to evaluate the issue. Given the nature of the breach, the size and international scope of our
operations and the complexity of the way credit card transactions are processed, the evaluation is, by necessity, taking time.

Since we learned of the probability of a breach in mid-December 2006, we have cooperated with law enforcement as well as
with the banks and credit card companies that process our customer transactions. Further, we have established customer
helplines in three countries and are making available a great deal of helpful information on our company websites.

We are committed to continue to address the situation and to provide periodic updates as we learn more. We have reported
updated information in a press release which you will find below.

Additionally, | encourage you to access the information we are providing on this website to learn more about steps you can take
to protect your credit and debit card information, or to contact our special customer helplines.

With the help of computer security experts, we have strengthened the security of our computer systems and we believe
customers should feel safe shopping in our stores. We value the trust our customers place in us and again, I'd like you to know
that we sincerely apologize for any difficulties you may be caused. Thank you for continuing to shop at our stores and for your
years of loyal patronage.

Respectfully,

Carol Meyrowitz
President and Chief Executive Officer

The University of Idaho has established a phone bank as part of its response to this incident. The phone bank
can relay questions not addressed on this Web site to the university's incident response team.

The phone bank operates Monday through Friday, 8 a.m. to & pm. Pacific. Call toll free at (888) 900-3783 arin

Moscow (208) 885-2082

@2007 University of Idaho, All vights reserved, Dizclairmer
University of Idaha « Moscaw, ID 83844
» Send suggestions to webmaster@uidaho.edu m




Security Architecture - 1999
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Security Architecture - 2001
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Security Architecture - 2007
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As Architectures Have Changed,
So Have the Hackers Techniques
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Understanding Our Perimeter...
Where are the Threats?

Traditional Exploits

Wireless
Physical Security
Social Engineering

Web Application
Attacks

Business Institution

Wireless

Service Degredation

Traditional Exploits
(BotNets)

Data Sniffing

VolP Attacks

ACCUVANT

Home User



Data Mining and Target ldentification

« (Google Hacking

— Introduced in 2003 by Johnny Long —
johnny.ihackstuff.com

— Takes advantage of Google’s spidering capability
along with finely crafted search queries to find
iInformation on the web

o intitle: | allinurl: | intext: | filetype:
— Targeting:
« Sensitive Information
« Data Mining “Usernames and Passwords”
« Finding Vulnerable Targets (Error Messages, Banners, etc.)
 Driver for web application worms

ACCUVANT



Using Google to ldentify Targets

Demonstration

ACCUVANT



You may not be looking for
trouble .

Public Data Leakage Solutions

— Never leave unnecessary files on a web
server (I.e. Web.config.old, password.log)

— Assume all files on a web server will be
seen by a someone with malicious intent

— Encrypt sensitive information in
configuration files

ACCUVANT



Traditional Exploits Tools & Technigques
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Traditional Exploits— Explolit
Frameworks
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Traditional Exploit Solutions

« MUST have streamlined patching procedures

« MUST have an inventory process
* Include Asset Criticality
* Include Exposure Levels (inbound & outbound)

« MUST have vulnerability management
standards and procedures in place
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Attacking Wireless Networks
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Cracking Wireless Using Freely
Available Tools

Demonstration
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Wireless Solutions

« Strong Authentication
« Strong Encryption

* Protect client systems
* Wireless IPS
 Modern Technologies

ACCUVANT



Web Application Targeting

Manipulating the Way Things are
‘Supposed’ to Work

« Web Application Attacks

— On average, 90% of all dynamic content sites have
vulnerabilities associated with them.
— “Today over 70% of attacks against a company’s network

come at the ‘Application Layer’ not the Network or
System layer.” - Gartner

— These attacks occur due to the applications inability
to prevent a user from modifying data submitted to
the site — post-browser / pre-server

» SQL Injection
» Parameter Manipulation

» Session Mgt / Privilege Escalation

=  Error Handling
ACCUV/_éNT e Denial of Service



Application Vulnerabillities

Demonstration
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Physical Security Attacks — Key
Bumping

Once Physical Access is Obtained...It’s

Game Over
« Bumping Technique —
— Specialized keys
— Newton’s cradle principle

— Related to pick gun lock
picking method

ACCUVANT



How Bumping Works

gl
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Key Bumping
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Demonstration
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Key Bumping Threat

* High Level of Risk

— Inexpensive
— Inconspicuous
— EASY

— Few locks offer protection

« Especially in the USA
— Sidebars
— Trap Pins
— Shadow Dirilling

— Insurance problems

ACCUVANT



VoIP

« VoIP Implementations Becoming Prolific

« Security / Stablility / Availability are Ciritical for
Consumer Experience / Brand Reputation

« Attack Vectors:
— Traditional Exploits
— QoS/DoS Attacks

— Call HiJacking

« Evesdropping
« Manipulation

— VolIP Phishing
 |dentity Theft

ACCUVANT



Demonstration
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VoIP / Fun Phone Games

 With the Installation of
VoIP solutions, older

- = S 'ooft'ar"d"
pho_ne ISSUES are now == SPORLEIL. |
h Vlng to be re- (‘.ommlr:nn;ll;h;
addressed P el

o Attack Vectors:

— Caller ID Spoofing

* VM theft

« Social Engineering
— 911 systems

== SpoofCard”™

O TOU AT 0 B
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Demonstration
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VoIP Defense Strategies

* Follow the Basics:
— Robust Architecture
— Defense-in-Depth
* Avoiding Being a Victim
— Set Passwords on your accounts
— Never believe Caller-ID

— Never give out any sensitive information to
someone who calls you or as a return call to
an un-validated source

— Validate any information with pertinent
Institution
ACCUVANT



RFID

 RFID has been in use for a
while but now is being put into
“everything”

 Uses include retall,
manufacturing, animal
Identification, to access
control

« Attack Vectors:

— Asset Tracking / Data
Modification

— SQL Injection (just like web
apps)
— Cloning

ACCUVANT



Demonstration
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RFID Defense Strategies

* Follow the Basics:

— As with all RF know your footprint and
placements.

— Follow the technology - upgrade when
needed

« Avoiding Being a Victim
— If you can’t upgrade to a newer technology

(such as I-Class) change out the entry panels
with ones that use TAG+Passcode.
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Conclusions

« Understanding where the attacks are coming from and
where you are vulnerable is the first step to protecting
your assets, your customers and your reputation

« Perimeter security requires a clear understanding of the
perimeter and where you are exposed
« Secure Applications
« Secure Wireless
« Secure Facilities
» Defense-in-Depth
« There is no security through obscurity

« Vulnerabilities are coming out faster and exploitation is
getting easier
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Questions?
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