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Audience Poll

ÁWho has been affected by a breach/leak?

ÁWho has had a breach/leak?

ÁHow many use boot passwords?

ÁHow many use whole drive encryption?

ÁHow many use email encryption?

ÁHow many use any encryption?
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Whatôs Your Motivation?

ÁOperational Efficiency

ïChoice to be better organized

ÁEstablish Trust

ïChoice to earn Customer Confidence

ÁEnable Expansion

ïChoice to securely increase collaboration

ÁCourage

ïWeôve chosen to grow

ÁRegulatory or Compliance

ïThe lawyers made me do it

ÁLiability

ïLoss protection made me do it

ÁCatalyzing event

ïThe news/stock drop made me do it

ÁFear

ïThe devil made me do ité
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The Data Leakage Problem

ÁItôs Big

ÁHow Big?

ïReally, really bigé

ÁData is everywhere

ÁLots of places to leak
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Many Forms 
of dataé
ÁStructured 

Unstructured
Á Images
ÁVideo, Voice

With Many 
Forms of Travelé
ÁDigital
ÁVoice/audio
ÁCut and paste, IM
ÁPaper, Fax

Stored in 

different ways
on many devicesé

ÁCell phones
ÁLaptops
ÁPDAs,iPods
ÁBriefcases

Business 
Partners
Supply 
Chain

Coffee Shop
Hotels

Home

Protecting Data

ÁAt rest

ÁIn motion
throughout 
transaction

Inadequate, disjointed 

technology management

How Big is the Elephant?
Collaboration brings Complexity

http://shopping.aol.com/apple-ipod-30-gb-multimedia-player/1222/499/490813406?k=ipods&tot=9744&rpshow=0&ocid=1
http://shopping.aol.com/apple-ipod-30-gb-multimedia-player/1222/499/490813406?k=ipods&tot=9744&rpshow=0&ocid=1
http://images.google.com/imgres?imgurl=http://www.sony.net/Fun/SH/1-35/shimage/neon.gif&imgrefurl=http://www.sony.net/Fun/SH/1-35/h1.html&h=197&w=300&sz=40&hl=en&start=1&tbnid=vTsNjks4o3tb9M:&tbnh=76&tbnw=116&prev=/images%3Fq%3Dtimes%2Bsquare%2Bsony%26svnum%3D10%26hl%3Den%26lr%3D
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Who comprises this Elephant? The Insider Threat

ÁCuriosity.

ï Employee may try to hack into restricted areas to have a look around or to 
install spyware

ÁProtest. 

ï Insiders with an agenda may use their access to company networks to blow the 
whistle on bad practices or take their story to the media

ÁLost productivity. 

ï Every minute workers spend watching porn or hunting for a new job on the 
company network costs shareholders money

ÁHostile work environment. 

ï Unseemly characters can abuse computer systems by using them to intimidate 
or harass their fellow employees through racism or sexual harassment

ÁRevenge. 

ï Disgruntled workers may try to sabotage a corporate IT system from the inside

ÁMalfeasance. 

ï Employees can use company networks to commit crimes such as identity theft 
or industrial espionage or to collude with vendors

ÁErroneous disclosure. 

ï Ignorance of proper procedures for handling data or technical errors may mean 
sensitive data is accidentally lost

Careless

Malicious

CxO
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The Outsider Threat ïThe Evolving Threat www.iss.net/evolvingthreat/
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Why Should I Try to Eat an Elephant?

ÁRisks and liabilities are also large

ÁLarger security and process perspective

ÁOperational effectiveness

ÁOh, and by the wayé.

ïCompliance!


