“Taking it to the Edge”
Secure Business Solutions
by ProCurve
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The fragmented approach does not work

Network Vendors

« Bolt-on security at the
WAN perimeter
- Firewalls
- IDS/IPS

« Bolt-on security
enforcement in the core

« Upgrade to get separate
Wired and Wireless NAC

Security Vendors

o Overlay the network with
dedicated security
appliances

« Update host-based
software with intrusive
agents

Wireless
Clients

Servers







Verify
Identity

W"WZ

Evaluate

Credentials
¢802.1x
eWeb Auth
eMAC Auth
eRADIUS

Analogy: Airline Security

Scan for Control
Compliance Access

9

Evaluate
Integrity

e IDM agent

e Per Port policy
enforcement

e Quarantine

Monitor Isolate
Behavior Suspects

Pilot Co-Pilot

1 1

Quarantine Threats
ePolicy Based

ePer Port

eWired and Wireless
Edge
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Access only
to Internet
at 2 Mbps

Access to
Internet and
Engineering
Servers

Access only to
Finance

CONTRACTORS
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Engineering

Conference Room

®
Network
Administrator

1. Sets up role based
access policy
groups & assigns
rules and access
profiles:

eSet rules
eTime, Location,
Device ID
eTo trigger each
policy profile
*ACL, VLAN,
QoS, BW limit

2. Put users in

appropriate access
policy group
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Identity Driven Manager (IDM) &
ProCurve Network Access Controller 800

Endpoint Tests for L Policy
-Operating Systems Endpoint Integrity Agent
versions & updates CADTUS &
eAnti-Virus & Anti SrVEr
Spyware software IDM Agent
eRequired or prohibited = =l .
software e 0 e
And more ... Network Access
Controller 800
- Authentication
EINE Directory
| = Active Directory
A eDirectory
LDAP

PCM / IDM Server



Antivirus, spyware, firewalls,
peer-to-peer, allowed and
prohibited programs and
services

OS versions, services packs,
hot-fixes

Security settings for browsers
and applications

New tests developed and
delivered regularly

Access
= policy

Basic seftings

Domains and devices

Tests

| Security settings

[~ Allowed Networks

[V MS Excel macros

<l

MS Outlook macros

<l

MS Word macros

<l

Services not allowed

Services required

|

Windows Bridge Network Connection

<l

Windows security policy.
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Software

[~ Anti Spyware

Anti Yirus

High Risk Software

MS Office Version Check
P2P

Personal firewalls
Software not allowed
Software required
Worms, viruses, and trojans
ating system

Service packs
Windows 2000 hotfixes

Windows Server 2003 hotfixes
Windows XP SP2 hotfixes

Windows XP hotfixes

?!?l?l?l?l?l?lé’?l‘l"l?l?l—l—lﬂ

Windows automatic updates
Browser security policy

[~ Browser version

vV [Einternet security zone

[V _IE local intranet security zone

Windows startup redistry entries allowed

Windowys Server 2003 SP1 hotfixes [

e

Test
Allowed Networks

Description

Checks for the
presence of an
unauthorized connection
on a device. These
might include
connections to a rogue
wireless access poirt,
PN, or ather remote
network.

Test failure actions

When a device fails this
test:

I~ Send an email
notification to the
Safe Access
administrator - (54

[~ Quarartine
access - @

[

c

hours 7]

I~ Initiste the patch
manager to fix the
problem and
retest the device
when it is finished

Test properties

Enter a list of IP ranges that are
legitimate for your network. Add
the ranges separating the start
and end IP with a "-". For example,
10.10.1.20-10.10.1.254.

=

_ﬂ il
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Solution Option #1:

Adaptive Network Access

PCM / IDM
Mgmt Server

Access
Policy
Rules
- ProCurve NAC 800
=

Auth Response
w/Adaptive
Network
Settings

I _ Switches and
\ (({l, " Access Points

ProCurve Network Devices
+ Identity Driven Manager

N

.

O

e Solution

Solution Option #2:
Adaptive Network Access
w/ Endpoint Integrity

ProCurve NAC

il e AT EI Agent License
"% | Mgmt Server
- - J Access
Policy
Rules e
© ProCurve NAC 800
"
Auth
Request
N U§er Auth Response
¢ Device |
« Location "("’/tAdapktlve
i etwor!
* Device Health sealts
End-point /'\_ e
I s S SRS ARRRS
1. b "
( (( ~___ Switchesand
(" Access Points

ProCurve Network Devices
+ Identity Driven Manager
+ ProCurve NAC 800

w/ ProCurve NAC EI Agents Y

ptions

Solution Option #3:
Access Control

w/ Endpoint Integrity Check

ProCurve NAC

EI A\ ent License

ProCurve NAC 800
O

Auth Response

¢ Location

ey .Mﬁﬁiﬂ
~ Switches and

| e, :_J Recess Points

ProCurve Network Devices
+ ProCurve NAC 800
w/ ProCurve NAC EI Agents
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ProCurve Networking
TR wnnr? HP Innovation
=/

Defense
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sFlow

Industry standard network traffic monitoring technology
e RFC3176

e HP invented packet sampling technology

e First demonstrated with CERN in 1991

e XRMON included in HP Networking products since 1993
e sFlow introduced to ProCurve products in 2001
Provides complete network-wide visibility into:

e Layer 2, 3, 4 and above information

e Bandwidth utilization

e Top talkers, protocols, applications

Measurements from every switch and interface all of the time
Scalable to every port, up to 10Gb/s speeds

Extensible architecture: wireless, storage, WAN....
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Detection Analysis

e Duplicate IP

e IP spoofing

e IP fan out

e DNS tunneling

o Packet size deviation used
e Protocol anomalies

e TCP/UDP Fan out

ProCurve Manager
Network Immunity Manager

= NBAD/sFlow based virus alert

sFlow samples

Virus Throttling
alert

RS . .
"su.. —:u"—*'!*mu:'“' er port response, IDS/UTM

Reconfiguration of switch

Infected
End-point

‘(

Virus Response Methods
e Quarantine VLAN

o Offender MAC lockout

o Offender port shutdown

o Offender port rate limiting

o Offender port mirroring for deeper analysis
e Enable sflow at the offender port

e Email notification
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Ethernet Switching Standards

IEEE 802.1AE
MAC Security / Ethernet Encryption

IEEE 802.1af
Encryption Key Agreement Protocol

IEEE 802.1AR
Secure Device Identity

Port Authentication Protocol

Trusted Computing Group

End Device Compliance Authorization

IETF Radius Extensions
Identity Driven Manager (IDM) Attributes

IETF NEA
Network Endpoint Assessment

————> Working Group Vice-Chair

————=> Voting member, Contributor

-—-——> Voting member, Contributor

————> Voting member,
Contributor

Initiated standard, Key
Technical Contributor

__. Initiated standard, Interim
Chair, Editor of IF-PEP

—-———> [Internet-Draft Editor,
Technical Advisor

————> TCG/TNC Liaison,
Contributor
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