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The fragmented approach does not work

Servers

Clients

Wireless

Clients

Traditional

Core

Wireless

Access Points

Firewall

VPN

Network Vendors
• Bolt-on security at the

WAN perimeter

– Firewalls

– IDS/IPS

• Bolt-on security
enforcement in the core

• Upgrade to get separate
Wired and Wireless NAC

Security Vendors
• Overlay the network with

dedicated security
appliances

• Update host-based
software with intrusive
agents
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Analogy:  Airline Security

Verify 
Identity

Scan for 
Compliance

Monitor 
Behavior

Isolate 
Suspects 

Control
Access

GATE 
37

Pilot   Co-Pilot

Evaluate 
Credentials
•802.1x
•Web Auth
•MAC Auth
•RADIUS

Evaluate 
Integrity
• IDM agent
• Per Port policy 
enforcement
• Quarantine

Monitor Behavior
•ProCurve Manager
•Virus throttling
•Remote port mirroring
•sFlow

Quarantine Threats
•Policy Based
•Per Port
•Wired and Wireless 
Edge
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Internet

Edge

Switch

Finance

Engineering

Access

Policy

Server

Access only 

to Internet

at 2 Mbps

Access to

Internet  and

Engineering 

Servers 

Access only to

Finance

Conference Room

Conference Room

IDM User Experience
(Who, What, When, Where, How)

Network

Administrator

1. Sets up role based 
access policy 
groups & assigns 
rules and access 
profiles:
•Set rules

•Time, Location, 
Device ID

•To trigger each 
policy profile

•ACL, VLAN, 
QoS, BW limit

2. Put users in 
appropriate access 
policy group
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Requesting access.  
Here’s my new

health status.

Network Access Control 101

RadiusClient
802.1x
Switch

Remediation 
Servers 

May I have access?
Here’s my current 
health status. 

Should this client be 
restricted based
on its health? 

Ongoing policy 
updates to Network 

Policy Server 

You are given 
restricted access
until fix-up.

Can I have 
updates?

Here you go.

According to 
policy, the client is 
not up to date.  
Quarantine client, 
request it to 
update.

Restricted Network

Client is granted access

verifiers 

According to 
policy, the client 
is up to date.  

Grant access.
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ProCurve Access Control Solution 2.0
Identity Driven Manager (IDM) &

ProCurve Network Access Controller 800

EI Policy
Definitions

RADIUS Server

IDM Agent

Endpoint Integrity Agent

Endpoint Tests for
•Operating Systems 
versions & updates

•Anti-Virus & Anti 
Spyware software

•Required or prohibited 
software
And more … Network Access 

Controller 800
Authentication

Directory
Active Directory

eDirectory
LDAP

PCM / IDM Server
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• Antivirus, spyware, firewalls, 
peer-to-peer, allowed and 
prohibited programs and 
services

• OS versions, services packs, 
hot-fixes

• Security settings for browsers 
and applications

New tests developed and 
delivered regularly

Endpoint integrity
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End-point

Switches and 
Access Points

Auth
Request

• User
• Device

• Location
• Device Health

Auth Response

ProCurve NAC 800

ProCurve NAC
EI Agent License

End-point

Switches and 
Access Points

Auth
Request

• User
• Device

• Location

Auth Response
w/Adaptive
Network
Settings

PCM / IDM
Mgmt Server

ProCurve NAC 800

Access
Policy
Rules

Flexible Solution Options

ProCurve Network Devices
+ Identity Driven Manager

Solution Option #1:
Adaptive Network Access

Solution Option #2:
Adaptive Network Access

w/ Endpoint Integrity

ProCurve Network Devices
+ Identity Driven Manager

+ ProCurve NAC 800
w/ ProCurve NAC EI Agents

ProCurve Network Devices
+ ProCurve NAC 800

w/ ProCurve NAC EI Agents

Solution Option #3:
Access Control

w/ Endpoint Integrity Check

End-point

Switches and 
Access Points

Auth
Request

• User
• Device

• Location
• Device Health

Auth Response
w/Adaptive
Network
Settings

PCM / IDM
Mgmt Server

ProCurve NAC 800

Access
Policy
Rules

ProCurve NAC
EI Agent License
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Industry standard network traffic monitoring technology

• RFC3176

• HP invented packet sampling technology

• First demonstrated with CERN in 1991

• XRMON included in HP Networking products since 1993

• sFlow introduced to ProCurve products in 2001

Provides complete network-wide visibility into:

• Layer 2, 3, 4 and above information

• Bandwidth utilization

• Top talkers, protocols, applications

Measurements from every switch and interface all of the time

Scalable to every port, up to 10Gb/s speeds

Extensible architecture: wireless, storage, WAN….
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Network Immunity Manager
Deployment Scenarios

• ProCurve Manager
• Network Immunity Manager

Virus Throttling
alert

Per port response,
Reconfiguration of switch

sFlow samples

 NBAD/sFlow based virus alert

Detection Analysis

• Duplicate IP 
• IP spoofing 
• IP fan out
• DNS tunneling 
• Packet size deviation used
• Protocol anomalies
• TCP/UDP Fan out

Virus Response Methods
• Quarantine VLAN
• Offender MAC lockout 
• Offender port shutdown
• Offender port rate limiting
• Offender port mirroring for deeper analysis
• Enable sflow at the offender port
• Email notification

Infected
End-point

IDS/UTM
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Security Standards Leadership

IEEE 802.1

Ethernet Switching Standards

Working Group Vice-Chair

Network Endpoint Assessment

IEEE 802.1X

Port Authentication Protocol

Initiated standard, Key 
Technical Contributor

Trusted Computing Group

End Device Compliance Authorization

Initiated standard, Interim 
Chair, Editor of IF-PEP

IETF Radius Extensions

Identity Driven Manager (IDM) Attributes

Internet-Draft Editor, 
Technical Advisor

IETF NEA TCG/TNC Liaison, 
Contributor

IEEE 802.1AE

MAC Security / Ethernet Encryption

Voting member, Contributor

Secure Device Identity

IEEE 802.1AR Voting member, 
Contributor

IEEE 802.1af Voting member, Contributor

Encryption Key Agreement Protocol
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