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How Much eMail Can You 

Afford To Lose ?
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Todayõs Storyé

ÅThere are lots of products that try to fight email spam

ïAnd some anti -spam ñfiltersò actually do an OK job

ÅBut, losing legitimate email during the fight is a 
disaster

ïAnd EVERY anti -spam ñfilterò loses email

ÅLetôs explore why we have these problems

ÅThen, we will discuss a real solution
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Thesis: eMail Integrity

ÅDeleting spam from your Inbox is an annoyance

ÅLosing legitimate messages while trying to block 
spam is a disaster

ÅSpamming is a criminal business

ïNot going away

ïVolume and frequency of attacks are increasing

ÅBusinesses rely on email to drive relationships and 
revenue

ïThey must be sure that information is getting through

ïeMail Integrity: Communications you can count on
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Recognition: Product of the Year

ñéthe best of the best for 
2006, earning the I.C.E. Box 
the ultimate Reviewerôs Choice 
award.ò

ñé one product that not only 
was the best in its class, but 
one that might just be on the 
forefront of change for an 
entire industry.ò

In Nov 06, Government Computer News 
tested the I.C.E. Box in their labs

ñéthe best of the best for 
2006, earning the I.C.E. Box 
the ultimate Reviewerôs Choice 
award.ò

ñThe I.C.E. Box offers a 
far better way to 
eliminate spam from 
your network than any 
filtering appliance we 
have ever tested. It took 
on a billion spam - laden 
e-mails and destroyed 
them all, and without 
generating any false 
positives.ò

ñThe I.C.E. Box offers a 
far better way to 
eliminate spam from 
your network than any 
filtering appliance we 
have ever tested. It took 
on a billion spam - laden 
e-mails and destroyed 
them all, and without 
generating any false 
positives.ò
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The Opening Question:

Why havenõt we stopped spam ?
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Two Reasons

1. Started from a flawed misconception

2. Spammers are making real money and are highly 
motivated to keep evolving
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Letõs review: 29 Years Agoé

éthe first spam 
message was sent 
across the Internet
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29 Years Lateré

éyou are still trying 
to FILTER the spam 
out of your Inbox
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The Risks from Spam are Now Enormous

More than just an 
annoyance for usersé

Spam delivers malicious 
threats from professional 
criminals
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éAlong With the Risks from Using the Filters

Legitimate business 
lost in the junk 
folders

You can no longer trust your 
most important business tool
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Misconception: Spam òFiltersó Will Never Work

The root problem that 
spam filters can never
overcome is that they are 
just ñguessing machinesò

No context: just ñanalyzingò 
words, phrases and patterns But, not all ñbad wordsò 

are bad
Paradox: greater sensitivity 
= more ñfalse positivesò

Spammers keep adapting
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The Driving Question:

Why havenõt we stopped spam ?

Why do spammers spam ?
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Anatomy of a Spam Attack

ÅSpam content

ï 1.5 billion messages over 2 weeks in Mar 07

ï ~2000 unique content mutations (changed every 12 minutes)

ï 1500 unique domains used (changed every 15 minutes)

ÅSpam source

ï 100,000 infected PCs (zombies) in 119 countries

ÅCommand and control (C&C) infrastructure

ïWeb sites, Web servers, DNS servers, payment processing and 
customer service systems

ÅCriminal

ï Single pharmaceutical store processed all orders



How Much eMail Can You Afford to Lose ? 14

Identifying the Command & Control

10,000õs Message 

Variants

10-15 Unique Site 

Designs

1,000õs URLs

100õs Web 

Servers

One Support Website

One Pharmacy

One Merchant Account
Billions of 

Messages

100,000õs Zombies
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Multiple Online Storefronts
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Physical Address of

My Canadian Pharmacy
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The Merchandise Arrives

In 14 orders, all 
were counterfeit 
and only 2 
actually 
contained 
Sildenafil.

The others were 
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