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Todayos Storye

AThere are lots of products that try to fight email spam
i Andsomeanti -spam fdAfilterso actually

ABut, losing legitimate email during the fight is a
disaster
i AndEVERYanti-spam Afiltero | oses ema

ALet 6s explore why we have th

AThen, we will discuss a real solution
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Thesis: eMall Integrity

ADeleting spam from your Inbox is an annoyance

ALosing legitimate messages while trying to block
spam is a disaster

ASpamming is a criminal business
I Not going away
I Volume and frequency of attacks are increasing

ABusinesses rely on email to drive relationships and
revenue
I They must be sure that information is getting through

I eMail Integrity: Communications you can count on

§ .
sendlow How Much eMail Can You Afford to Lose ?



Recognition: Product of the Year

m In Nov 06, Government Computer News
\l tested the I.C.E. Box in their labs

AThe | .C. E. B fier  «n& product t
far better way to was the best in its class, but
eliminate spam from one that might just be on the

your network than any forefront of change for an

filtering appliance we entire industry.
have ever tested. It took

on a billion spam -laden
e-mails and destroyed

them all, and without féthe best of t he¢
generating any false 2006, earning the I.C.E. Box

positives. 0 the ulti mate Revi
award. o
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The Opening Question:

havenot
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Two Reasons

1. Started from a flawed misconception

2. Spammers are making real money and are highly
motivated to keep evolving
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Let 0OS revi ew: 29

et he first
message was sent

across the Internet
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29 Years VLateré

éy ou sgtill &ying
to FILTER the spam

out of your Inbox
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The Risks from Spam are Now Enormous

More than just an
annoyance for

Spam delivers malicious
threats from professional
criminals
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e Al ong Wit h tUsiaqgthHe Fikekss

Legitimate business
lost in the junk
folders

You can no longer trust your
most important business tool
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MIi sconception: SNewvanWarl-

The root problem that
spam filters can  never

overcome Is that they are
J] ust Nguessi ng

No context: | us
words, phrases and patterns But

are bad

Paradox: greater sensitivity

= more nfalse Spammers keep adapting
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The Driving Question:

Why do spammers spam ?
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Anatomy of a Spam Attack

A Spam content
I 1.5 billion messages over 2 weeks in Mar 07
I ~2000 unigue content mutations (changed every 12 minutes)
I 1500 unigue domains used (changed every 15 minutes)

A Spam source
I 100,000 infected PCs (zombies) in 119 countries

A Command and control (C&C) infrastructure

I Web sites, Web servers, DNS servers, payment processing and
customer service systems

A Criminal
I Single pharmaceutical store processed all orders
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1015 Unique Site
Designs

We b

One Support Website
One Pharmacy

One Merchant Accoun

—
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Multiple Online Storefronts
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4% 100.0rg Viaara
{Sidenafl Ctrata)

ONLY <74 00

Levitra

10X 20.0mg: Levitra
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Physical Address of
My Canadian Pharmacy
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The Merchandise Arrives

In 14 orders, all
were counterfeit
and only 2
actually
contained
Sildenafil.

The others were
MXVW 3SLOO
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