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Todayôs Topics

Á Why Data Privacy is Important

Á FTC Guidance ï5 Steps to Protect Your Sensitive 
Data

Á Best Practices for Data Privacy

Á Implementing the Solution
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Why Data Privacy is Important

Á Nearly 40 states have privacy laws similar to California 
SB1386.

Á A federal law is currently making its way through 
Congress.

Á Laws require a company to notify customers or 
employees if nonpublic personal information about them 
is lost.

Á Over 100 million records containing sensitive personal 
information have been involved in security 
breaches since February, 2005.
Á Privacy Rights Clearinghouse - www.privacyrights.org

Á Average cost of a data breach to a company is $182 per 
lost record (Ponemon Institute Survey)
Á Remediation costs
Á Lost customers
Á Lost market cap
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Data Loss and IP Loss Are Significant Risks

ñIf Phil Howard's calculations prove true, by year's 

end the 2 billionth personal record -- some 
American's social - security or credit - card number, 
academic grades or medical history -- will become 
compromised, and it's corporate America, not 
rogue hackers, who are primarily to blame . By his 
reckoning, electronic records in the United States 
are bleeding at the rate of 6 million a month in 

2007, up some 200,000 a month from last year.ò

Hackers get bum rap for corporate America's digital delinquency
Peter Lewis uwnews.org

http://uwnews.org/apps/uwnews/public/rss.aspx?q=uwnByAuthorID&AuthorID=1657&numToShow=10000
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Impact of Data Loss

Á Increased regulatory oversight and fines for 
violating privacy laws and regulations 

Á Customer defections (or loss of potential new 
customers) due to lack of confidence in security 

Á Tarnished brand image

Á Lost market share 

Á Remediation costs, including lost employee time to 
deal with the loss and responding to shareholder 
and customer lawsuits
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Where does the threat originate?

Á 74% of survey respondents said threats to corporate 
security are now coming from inside the organization.

Á IBM Security Survey 2006

Á Up to 70% of identity theft starts with the deliberate 
removal of personal data from a company by an employee

Á Professor Judith Collins, Michigan State University

Á Human Error was responsible for nearly 60% of security 
breaches in 2005

Á 4 th Annual CompTIA Study on Information security and 
the Workforce
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In The News

Á Over 97 million records containing sensitive personal information have been involved in 
security breaches since February, 2005.
Á Privacy Rights Clearinghouse - www.privacyrights.org

Á Pending termination, AIG employee forwards confidential company information from 
company email to off -site email and threatens extortion.
Á Law360 January 2007 ïwww.employment.law360.com

Á Deutsche Bank loses position in Hertz IPO after associate sends unauthorized emails to 175 
institutional accounts.
Á MarketWatch November 2006 ïwww.marketwatch.com

Á Apple trade secrets and add -on device designs leaked by employees over Webmail.
Á Litigation Alert June 2006 ïFenwick & West

Á HIPPA and GLBA regulations set guidelines for protecting sensitive data and enforce 
encryption standards for healthcare organizations and financial institutions.

Á Proposed federal Data Accountability and Trust Act now in Congress.

Á Industrial espionage is a booming business.

Á SEC SOX regulations require controls on management of soft assets such as customer data 
and intellectual property.

http://www.employment.law360.com/
http://www.marketwatch.com/
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New Federal Trade Commission Guidance

Á Federal Trade Commission recently issued guidance 
on: ñProtecting Personal Information: A Guide for 
Businessò (www.ftc.gov/infosecurity ) 

Á FTCôs 5 Recommended Steps to Protect Data
Á Take Stock - know what you have

Á Scale Down - keep only the necessary

Á Lock It - protect data 

Á Pitch It - properly dispose of data

Á Plan Ahead - create plan to respond to incidents

Á Explicitly recommends two techniques to help 
companies secure private personal information:
Á Email encryption 

Á Content monitoring 

http://www.ftc.gov/infosecurity
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Best Practices for Data Privacy

1. Establish Data Privacy Policies and Educate 
Employees

2. Monitor and Assess High -Risk Data Flows

3. Encrypt Authorized Transmissions of Sensitive Data

4. Block and Quarantine Unauthorized High Risk 
Transmissions

5. Implement Data Privacy Policies on Endpoint 
Computers 
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Best Practice: # 1

Á Establish data privacy policies and educate 
employees 

ÁCategorize and control data based on a ñSeverity 
Riskò Model

ÁOrganized around principle of ñpotential harmò to a 
customer/employee if data lost

Á4 levels of severity and control combinations based on 
data elements (see next two slides for examples)

Á Educate employees on policies

Á Make sure sensitive information only accessible to 
those employees who need access to it
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Two Types of Information to be Protected

Intellectual Property Customer Data

ÁExamples:

ÁM&A plans

ÁFinancial reports

ÁPatent materials

ÁDesign drawings

ÁSource code

ÁMultiple document formats.

ÁMany languages.

ÁUnstructured content stored in file 
system or content management 
system.

ÁExamples

ÁSocial security no.

ÁCredit card no.

ÁBank account no.

ÁMedical diagnostic code

ÁStructured data stored in RDBMS 
or spreadsheet.
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Example: Risk Severity Model

Risk Level Risk Code Control Dimension

High  (could lead to 
identity theft) 

4 Quarantine Do not allow any release of data, 
email, file 

Very High (could lead 
to account takeover)

3 Quarantine 
Most

If quantity greater than 10, 
quarantine.  If less than 10, 
release, log and follow detection 
control procedure. Useful if bank 
can determine rate of standard 
transfer; consider 
programs/other non -standard 
events that increase files

Moderate (could lead 
to credit card fraud or 
SPAM trigger)

2 Release Most 
& Log

If quantity less than 100, release 
and log. If quantity greater than 
100, release, log and follow 
detection control procedure 

Low/Moderate (could 
lead to reputation 
damage; audit 
comments)

1 Release & Log Release and log
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Best Practice: # 2

Á Monitor and Assess High - Risk Data Flows
Á Monitor electronic business communications to assess 

the frequency and severity of data leakage

Á Install content inspection appliance at the gateway 
where an internal computer network joins the 
Internet 

Á Analyze incident records

ÁWho is sending data, who is receiving it, when is 
it sent, what is sent and what channels are used

ÁIdentify authorized business communications that 
are candidates for encryption and potential 
quarantine items


