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Understanding Email
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As organizations grow expertise is segregated
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Understanding Compliance
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Understanding Major Security & Privacy Regulations

HIPAA: Health Insurance Portability & Accountability Act
ÅMandates specific technology standards and policies that healthcare 

organizations must implement for compliance.

GLBA: Gramm-Leach-Bliley Act
ÅForces financial institutions to design, implement and maintain 
necessary safeguards to protect consumersô nonpublic personal 
information.

SOX: Sarbanes-Oxley Act
ÅRequires public companies to automate their processes of building audit 

trails and control procedures into their IT systems.

CA SB 1386: California Senate Bill 1386
ÅA state regulation that requires companies to implement systems to 

detect and prevent security breaches, as well as provide counter -
measures and publicly report breaches
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Other Regulations

SEC 17a-4 and NASD 3010
ÅRequires public companies to keep records for auditing security 
transactions, including review of brokersô communications with the 
public

FDA 21 CFR Part 11
ÅControls the authenticity, integrity, non - repudiation and confidentiality 

of electronic records

Payment Card Industry (PCI) Data Security Standard
ÅMandates the protection of credit cardholder and account information 

across public networks

USA Patriot Act ïHomeland Security
ÅRequires companies to build and maintain an infrastructure that can 

report details of information handled and stored online
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EmailEmail

Email Filtering Compliance Strategy
Content - Based Filtering
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Email Filtering Compliance Strategy
Identity - Based Filtering

EmailEmail
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Understanding Email Encryption
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Understanding Email Encryption 

TLS encrypts the network:  server to server encryption 

S/MIME and PGP can encrypt or sign email:  server to server, server to client, 

client to server, and client to client.  Also for authentication purposes

Secure WebMail:  Stores encrypted email on the server, retrieved by client
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Email Encryption Methods - TLS

TLS: Transport Layer Security

ÅCreates a secure connection between email gateways over 

which any amount of data can be sent securely using SSL.  

Note: SSL encryption is only in effect when the email is in 

transit.

ÅGateway to Gateway (company to company) encryption

Benefits:

ÅSeamless partner to partner encryption

ÅCompletely transparent to the sender and receiver

Email Servers

Email 

Gateway

Email Servers

Email 

Gateway

Internet
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Email Encryption Methods ïS/MIME and PGP

S/MIME and PGP

ÅEncrypts and decrypts the email body and attachments 

S/MIME certificates

ÅGateway to Gateway (company to company)

ÅGateway to Client (from your company to an external 

recipient)

ÅClient to Gateway (from external sender to your 

company)

Benefits:

ÅSeamless partner to partner encryption

ÅCompletely transparent to the sender and receiver

ÅAutomatic harvesting of inbound signing/public 

certificates

ÅGenerates proxy certificates for any internal employees 

via email

ÅProxy encryption and signing

ÅProxy decryption
Email Servers

Email 

Gateway

Email Servers

Email 

Gateway

Internet
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Email Encryption Methods ïSecure WebMail

ÅEncrypts email and provides access through a secure 

web portal

ÅGateway to client (from your company to any external recipient)

ÅUniversal (zero client side software requirements)

ÅOnline and offline secure email

ÅSelf registration, zero registration, and automated user 

management

ÅVery large email attachment support

ÅTracking by recipient, by message, and by attachment

ÅDelivery profiles for message, inbox, and portal branding

ÅRoles for message expiration, password requirements, domain 

limits, message size, and message quotas.

Benefits:

ÅNo learning curve

ÅNo client side software Email 
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Employee to Employee Encryption

ÅProtects sensitive internal messages to the desktop

ÅProvides senders with a ñSend Secureò button

ÅSolves problems of enrollment, key distribution, 

authentication

ÅUses S/MIME encryption standards

ÅNew users receive messages via Web system with links 

for enrollment

Benefits:

ÅAdds layer of protection for key internal users

ÅExternal users receive Secure WebMail

ÅNo change to user paradigm

ÅRemoves the hassles of managing PKI-based

Email Encryption Methods ïDesktop Messenger
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File Messenger

ÅLarge files route around email servers

Benefits:

ÅEnd users send files with email applications

ÅLarge files donôt waste space on email servers

ÅTrack by recipient and attachment

ÅCompletely secure

ÅUses existing standards based technologies

ÅSupports digital signing and encryption using existing 

email standards

Messaging Delivery Methods ïFile Messenger
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Hosted Solutions

ÅHosted solutions present several issues

ÅSensitivity of data

ÅArchive and recovery of sensitive email

ÅWho is liable if data is lost?

ÅViability and volatility of hosting company

ÅSender and recipient email addresses can be considered identifiers

ÅRecipient must sign up with external service to read their confidential data

ÅService may use email address lists for other purposes
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Steganography

ÅThe art and science of writing hidden messages in such a way that no one apart 

from the intended recipient knows of the existence of the message

ÅIn contrast to cryptography, where the existence of the message itself is not 

disguised, but the content is obscured. Quite often, steganography is hidden in 

pictures.

ÅArenôt we trying to block image based spam already?

A GIF carrier file containing the airport mapOriginal message or attachment
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Email Encryption ïBest Delivery Approaches

Business - to - Business

Business - to - Consumer

Employee - to - Employee

Desktop
to

Desktop

Gateway
to

Desktop

Secure
Web

Delivery

Gateway
to

Gateway

Best
Practice

Best
Practice

Best
Practice

Best
Practice

Who?

How?

Tips:

Å Seek encryption transparency

Å Select vendor solutions that support industry standards and interoperability

Å Look for vendor solutions that can provide transparency for both outbound and 

inbound secure email

Å Look to automate the acceptance of customer/member/patient email messages 

through a Web portal
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Domain Key Identified Mail (DKIM)

ÅAuthentication framework for email using public-key cryptography and key 

server technology to permit verification of the source and contents of 

messages by either Mail Transfer Agents (MTAs) or Mail User Agents (MUAs).

ÅThe ultimate goal of this framework is to permit a signing domain to assert 

responsibility for a message, thus protecting message signer identity and the 

integrity of the messages they convey while retaining the functionality of 

Internet email as it is known today.  Protection of email identity may assist in 

the global control of "spam" and "phishing".
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Why Do Spammers Send Spam?
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Malicious Threats - Worldwide 
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Understanding Malicious Threats ïDenials of Service Attacks

They start attacking from network, from all over the Interneté 

Denial of Service Attack (DoS)

Too many connections 

from the one IP 

addresses

Distributed Denial

of Service Attack (DDoS)

Too many connections 

from the many IP 

addresses (zombies)

Bounce Flood Attack

(Smurf)

Attacks of networks 

using spoofed 

domains, causing 

email bounces to the 

intended victim 

domains 
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Bounce Address Tag Validation (BATV)

ÅBounce Address Tag Validation (BATV) defines a framework for mechanisms 

that validate the value in the ñmail fromò command.

ÅHeader policies can tag the ñmail fromò header for outbound email

ÅMAIL FROM: david.maislin@tumbleweed.com

Is transformed toé

ÅMAIL FROM: tag=david.maislin=KEY123@tumbleweed.com

Where =KEY123 is the Bounce Tag

ÅOnly accept inbound email bounces with unique tag in ñmail fromò header

ÅReports can be generated on all BATV violations

mailto:tag=david.maislin=KEY123@tumbleweed.com
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Understanding Malicious Threats ïDirectory Harvest Attacks

GOOD@COMPANY.COM
BAD@COMPANY.COM

GOOD@COMPANY.COM

Directory Harvest Attack
(DHA)

550 Email Bounce

During a directory harvest attack, spammers use brute force against an email 

server to compile comprehensive lists of valid email addresses to use or sell.

Meantime, the plethora of probes overwhelms the email server, creating a 

denial of service from the vast amount of non-delivery reports the attack 

generates.
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Understanding Spamming Techniques
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Basic Email Network

ÅEnterprise threats are typically inbound

Out of Control Disk Growth
Performance Degradation

Spam/Viruses inside network
No Recipient Validation

Email
Server(s)
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Basic ISP Email Network

ÅISPs are completely different

ÅThreats are inbound

ÅThreats are outbound

ÅThreats are domain to domain

Domain 2

Domain X

Domain 1

Internet



29

Recipient Validation Issues

ÅNot all invalid recipient email is rejected by all Mail Servers

ÅMail servers can be part of the problem

ÅSpam can still get through

From: "Kim Browne" [akstcbarnhardmnsdgs@barnhard.com]

Sent: 11/26/2006 07:49 PM

To: bfrederick@company.com

Subject: Mississippi catfish Out-milton

are different things, though the words are often used synonymously. a person may be proud 

without"perhaps," said darcy, "i should have judged better, had i sought an introduction; but i am

Fuzzy logic sent this email to:

bfratangelo@company.com
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Some Spam is Hard to Detect

ÅNot all email is easily recognized as spam

ÅSpammer techniques evolve to bypass filters

From: "Kim Browne" [akstcbarnhardmnsdgs@barnhard.com]

Sent: 11/26/2006 07:49 PM

To: bfrederick@company.com

Subject: Mississippi catfish Out-milton

are different things, though the words are often used synonymously. a person may be proud 

without"perhaps," said darcy, "i should have judged better, had i sought an introduction; but i am

Random phrases containing

Nonsense and gibberish
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Phishing Attacks
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The Image Spam Problem

ÅImage spam presents a new challenge to spam 

filters
ÅMessages are sent as images instead of text

ÅGibberish text is inserted to fool content filters

ÅImage files are randomized to avoid signature detection

ÅSpammers alter every possible file attribute to 

trick filters
ÅChanging image size, margins, color shades

ÅAdding random noise, ñdustò and ñspecklesò

ÅSplitting or breaking images

ÅAssembling multiple images into animated GIFs

ÅThe impact has been significant
ÅSpam rates have increased sharply as image spam bypasses 

many legacy spam filters

ÅMost vendors have lacked the ability to view or filter image 

content 0%

5%

10%

15%

20%

25%

30%

35%

40%

2003 2004 2005 Q1 06 Q2 06 Q3 06

Growth in Image Spam Quantity
Tumbleweed Message Protection Lab, Nov. 2006



33

Image Spam Techniques

Gibberish text to fool 

Bayesian filters

Obscure fonts to bypass

OCR scanning

Randomized 

pixel ñnoiseò stripes

Random dots and

ñdust specksò

Changing background 

colors and patterns

Shifting text height

and position to fool 

OCR scanning

Altering text & background

colors and textures


