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Understanding Email
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Size Matters

As organizations grow expertise is segregated I

Outsourced

AEmail Servers
ALDAP / AD
AAntispam
ANetwork
ADNS
AFirewall
ADatabase
Aweb Servers

Shared Knowledge

Shared Knowledge

ANetwork
ADNS
AFirewall

Shared Knowledge

AEmail Servers
ALDAP / AD

Shared Knowledge

ADatabase

 Internal | Outsource

Limited Sharing

ANetwork
ADNS
AFirewall

Limited Sharing

AEmail Servers
ALDAP / AD

ANetwork
ADNS
AFirewall
ACompliance

ANetwork
ADNS
AFirewall
ACompliance

AEmail Servers
ALDAP / AD

AEmail Servers
ALDAP / AD

ADatabase(s)

 Internal | Outsource

ADatabase(s)

ADatabase(s)

Internal | Outsource [ intemal | Outsource

AGeneralist AAntispam AAntispam AAntispam AAntispam

AConsultant(s) AProgrammer(s) AProgrammer(s) AProgrammer(s)

Aweb Servers AConsultant(s) AConsultant(s) AConsultant(s)

Aweb Servers Aweb Servers Aweb Servers
AIT Management AIT Management AIT Management

AHelp Desk AHelp Desk
AcChange Control
IT Staff: 1 1-2 3-6 7-20 20-100+
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Understanding Compliance
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Understanding Major Security & Privacy Regulations

HIPAA: Health Insurance Portability & Accountability Act

A Mandates specific technology standards and policies that healthcare
organizations must implement for compliance.

GLBA: Gramm-Leach-Bliley Act

A Forces financial institutions to design, implement and maintain
necessary safeguards to protect consun
information.

(4477 |

SOX: Sarbanes-Oxley Act

A Requires public companies to automate their processes of building audit
trails and control procedures into their IT systems.

CA SB 1386: California Senate Bill 1386

A A state regulation that requires companies to implement systems to
detect and prevent security breaches, as well as provide counter
measures and publicly report breaches
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Other Regulations

Nila . SEC 17a-4 and NASD 3010

A Requires public companies to keep records for auditing security
transactions, including review of bro
public

FDA 21 CFR Part 11

A Controls the authenticity, integrity, non -repudiation and confidentiality
of electronic records

Payment Card Industry (PCI) Data Security Standard

A Mandates the protection of credit cardholder and account information
across public networks

USA Patriot Act i Homeland Security

A Requires companies to build and maintain an infrastructure that can
report details of information handled and stored online
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Email Filtering Compliance Strategy
Content -Based Filtering
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Email Filtering Compliance Strategy
Identity -Based Filtering

Sender

ldentity -Based
Filtering Strategy

Encrypt

Email Who IS the Authorized?
receiver?

Sender . {Content Filter

Receiver

Subject Encrypt
Who is the :

Message sender? Designated?

Attachment N Content Filter
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Understanding Email Encryption
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Understanding Email Encryption

S/MIME and PGP can encrypt or sign email: server to server, server to client,
client to server, and client to client. Also for authentication purposes

Secure WebMail: Stores encrypted email on the server, retrieved by client
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Email Encryption Methods - TLS

TLS: Transport Layer Security

ACreates a secure connection between email gateways over
which any amount of data can be sent securely using SSL.
Note: SSL encryption is only in effect when the email is in

transit.
AGateway to Gateway (company to company) encryption Email
Gateway
Benefits: N,
ASeamless partner to partner encryption Fﬁ"’" \
ACompletely transparent to the sender and receiver \ },"
s /

Email
Gateway

Email Servers
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Email Encryption Methods i S/MIME and PGP

S/MIME and PGP

AEncrypts and decrypts the email body and attachments
S/MIME certificates

AGateway to Gateway (company to company)

AGateway to Client (from your company to an external
recipient)

Email
AClient to Gateway (from external sender to your Gateway
company)
Benefits:
ASeamless partner to partner encryption
ACompletely transparent to the sender and receiver
AAutomatic harvesting of inbound signing/public
certificates _
AGenerates proxy certificates for any internal employees Gi?;%y

via email
AProxy encryption and signing
AProxy decryption

Email Servers
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Email Encryption Methods i Secure WebMail

AEncrypts email and provides access through a secure
web portal
AGateway to client (from your company to any external recipient)
AUniversal (zero client side software requirements)
AOnline and offline secure email

ASelf registration, zero registration, and automated user
management

AVery large email attachment support
ATracking by recipient, by message, and by attachment
ADelivery profiles for message, inbox, and portal branding

ARoles for message expiration, password requirements, domain
limits, message size, and message quotas.

c
o
@
o
=
=
o
c
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. Internet

Benefits:
ANo learning curve

ANo client side software NN Email
Servers
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Email Encryption Methods T Desktop Messenger

Employee to Employee Encryption
AProtects sensitive internal messages to the desktop

AProvides senders with a ASend butt c

= |

ASolves problems of enrollment, key distribution, ZIN%
authentication W
AUses S/MIME encryption standards \ Internet 51 - )
ANew users receive messages via Web system with links . L 4

for enrollment - - .

= .

. L

Benefits: Email
Gateway

AAdds layer of protection for key internal users

. . L 4
AExternal users receive Secure WebMail g
ANo change to user paradigm Enroliment
. Key Mgt &
ARemoves the hassles of managing PKl-based Authentication

Internal
Communication
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Messaging Delivery Methods T File Messenger

File Messenger
AlLarge files route around email servers

Benefits:
AEnd users send files with email applications
ALarge files dond6t waste space

ATrack by recipient and attachment
ACompletely secure
AUses existing standards based technologies

ASupports digital signing and encryption using existing
email standards

Automatically .
routes large
files
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Hosted Solutions

A Hosted solutions present several issues
A Sensitivity of data
A Archive and recovery of sensitive email
A Who is liable if data is lost?
A Viability and volatility of hosting company
A Sender and recipient email addresses can be considered identifiers
A Recipient must sign up with external service to read their confidential data

A Service may use email address lists for other purposes
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A The art and science of writing hidden messages in such a way that no one apart
from the intended recipient knows of the existence of the message
A In contrast to cryptography, where the existence of the message itself is not

disguised, but the content is obscured. Quite often, steganography is hidden in
pictures.

AArendt we trying to block i mage based
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Original message or attachment

A GIF carrier file containing the airport map
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Email Encryption T Best Delivery Approaches

How?

Who?
. ) Best Best
Business -to -Business . .
Practice Practice
. Best
Business -to - Consumer Practice

Employee -to - Employee Best

Practice

A Seek encryption transparency

A Select vendor solutions that support industry standards and interoperability

A Look for vendor solutions that can provide transparency for both outbound and
inbound secure email

A Look to automate the acceptance of customer/member/patient email messages
through a Web portal
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Domain Key Identified Mail (DKIM)

A Authentication framework for email using public-key cryptography and key
server technology to permit verification of the source and contents of
messages by either Mail Transfer Agents (MTAs) or Mail User Agents (MUAS).

A The ultimate goal of this framework is to permit a signing domain to assert
responsibility for a message, thus protecting message signer identity and the
integrity of the messages they convey while retaining the functionality of

Internet email as it is known today. Protection of email identity may assist in
the global control of "spam" and "phishing".
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Why Do Spammers Send Spam?
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Malicious Threats - Worldwide

Real-time Outbreak Monitor

Point to outbreak for more ipfopaation s RN Nl L esnaEzEEtiiess
mammasEmmEs CEm | ap  wmwmamas OO H
EEEEEESSSSSS.SEE miaii e BEEEEEE S L. LSSSSEEEEEEREEiESasasaaca
ANENENENEEEEEEEEEEEEEEEENN [ T TN EEE Al EEEEREEEEEEEEEEEEEENE [ ]
U PR PP P
SESREREEEE) b &S e e |
SEEEEEEIEEE. EEEE xR ESESEEREERIEEEEED
PR O
::::::.- aufies BEEEE EEEEEREERERESESRERERaEEEE” "
AEEEEN ANl i EEiEEENEEEEENENEEEEEEEEEEN N [ | |
SEar==oiife SR EEEREEEEEREEREEEEEE "
T B T e
e "Taa m e aEa TaEEEEEaiaEEREll.
EEENE AR ENEEEEEEN [ 11| [ I | EEEE
CH CH
HHS LA .
R HHH
SEEEIIEiEic. EEEEEER
AEEEREEEEN AlEEEEEE EN
SaEEEaa smamaEs i
HH "
583

Mew Outhbreaks

United Sta... your order confirmat... .milletar.hk D

United 5ta... sealane:your perfect... .alaryera.com PN 5
Source: Commtouch Online-Lab

@[}Tumbleweed' 22 MESSAGING - SECURE AND SIMPLE



Understanding Malicious Threats T Denials of Service Attacks

They start attacking from network, fro

Too many connections Bounce Flood Attack
from the many IP (Smurf)
addresses (zombies)

Distributed Denial
of Service Attack (DDoS)

/ Attacks of networks \
using spoofed
domains, causing
email bounces to the
intended victim

\ domains /

Too many connections
from the one IP
addresses

Denial of Service Attack (DoS)
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Bounce Address Tag Validation (BATV)

A Bounce Address Tag Validation (BATV) defines a framework for mechanisms
that validate the value i n the fAimail f

AHeader policies can tag the fimail from

A MAIL FROM: david.maislin@tumbleweed.com
|l s transformed t oé
A MAIL FROM:;:

Where =KEY123 is the Bounce Tag
AOnly accept inbound email bounces with

A Reports can be generated on all BATV violations
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mailto:tag=david.maislin=KEY123@tumbleweed.com

Understanding Malicious Threats T Directory Harvest Attacks

During a directory harvest attack, spammers use brute force against an email
server to compile comprehensive lists of valid email addresses to use or sell.

Meantime, the plethora of probes overwhelms the email server, creating a

denial of service from the vast amount of non-delivery reports the attack
generates.

@ @ Directory Harvest Attack

@ (DHA)
BAD@COMPANY.COM

D nglq

GOOD@COMPANY.COM

550 Email Bounce

GOOD@COMPANY.COM

Q{) Tumbleweed’ 25 MESSAGING - SECURE AND SIMPLE



Understanding Spamming Techniques
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Basic Email Network

A Enterprise threats are typically inbound

S

) - —-

Out of Control Disk Growth
Performance Degradation
Spam/Viruses inside network
No Recipient Validation

v

Email
Server(s)
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Basic ISP Email Network

A 1SPs are completely different
A Threats are inbound
A Threats are outbound
A Threats are domain to domain

&

Domain 1

Domain 2

Domain X
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Recipient Validation Issues

ANot all invalid recipient email is rejected by all Mail Servers
AMail servers can be part of the problem
ASpam can still get through

From: "Kim Browne" [akstcbarnhardmnsdgs@barnhard.com]

Sent: 11/26/2006 07:49 PM
To: bfrederick@company.com
Subject: Mississippi catfish Out-milton

Fuzzy logic sent this email to:

bfratangelo@company.com

are different things, though the words are often used synonymously. a person may be proud
without"perhaps," said darcy, "i should have judged better, had i sought an introduction; but i am
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Some Spam is Hard to Detect

ANot all email is easily recognized as spam
ASpammer techniques evolve to bypass filters

From: "Kim Browne" [akstcbarnhardmnsdgs@barnhard.com]

Sent: 11/26/2006 07:49 PM Random phrases Containing
To: bfrederick@company.com . .

. S . . N h
Subject: Mississippi catfish Out-milton / onsense and gibberis

are different things, though the words are often used synonymously. a person may be proud
without"perhaps," said darcy, "i should have judged better, had i sought an introduction; but i am
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Phishing Attacks

YISA-YERIFY.NE rosoft Internet Explorer _Iglﬂ

File Edit View Favorites Tools Help

$=Back - = - Q) A | @search GiFavorites @vedia 4 | BN+ Sb B - 5]

a USA | Personal | Secure with Yisa -

Edit View Favorites Tools Help

icrosoft Internet Explorer

File

x| @60

J Address I@ http:fjvisa-verify.netf?

|
| “Back + = - @ [2] A | Qoearch [GiFavorites Pmeda 4| BN b - 5]
|

Address I@ http:ffrww,usa, visa,com/personalfsecure_with_visafindex.html?it=h1_findex.html

z es

VISA |
Home | Personal | Business |

Secure with Visa
Complete Protection
Zero Liability.

Protect Your Card

Online Protection
Verified by Visa
Secure Commerce Program
Security Tips: E-mail & Web

Dear Visa cardholder. It has come to our attention that your Visa Billing
Information records are out of date. This requires an update of your billing
information. Please take several minutes out of your online experience and
update your hilling records. You will not run into future problems with our
services. Please update your recards carefully.

Online Shopping Tips
Learn the Basics
Shop Safely

With cardholder protection programs such as Zero Liability, Ve,
Visa, and BBBOnLIne, you can feel safe and secure knowini
covered.

Protection Basics

Lost Your Card? Your First Name:
Protect Your Card
Your Last Name:
ATM Safety.
Idertity Theft
Shortcuts
Get a Card
Your Crédit Card Type:
Expiration Date: |06 Jun ¥ I |2Do4 vl
Se, ensure all information is correct before submitting the form to avoid any
mistakes while processing.
Protect your Credit Card Now...
BE  paboutVisa U.S.A. | ATM Locator | Site Map | Legal | Privacy Policy
@ Copyright 2004, Visa U.5.A. All rights reserved.
=
2l | >
[ &5 hetp:f LUsa.visa.com/p ljsecure_with_visajonline_security. html B 4 Internet 7

ISA

Secure with Visa
Complete Protection
Zero Liability

Home | Personal | Business |

Online Protection
Verified by Visa
Secure Commerce Program
Security Tips: E-mail & Web

Shop with confidence, online and everywhere else. FEATURES
It's reassuring to know that now you can feel as safe and sec
shopping on the Intermet as you do shopping at the mall. That's

hecause Visa provides you, as well as the merchants you suppo

Online Shopping Tips
Learn the Basics

-

Shop Safely with multiple layers of purchase protection —wheg
wherever you use your Visa card.
Protection Basics
Lost Your Card? To ensure safe transactions, Visa has imple
Protect Your Card Verified by Visa, a password haged security
anyone hutyou from using yg
e participating in Verified b
Idertity Theft powerful safeguard i3
Shortcuts LComplete fraud protection
Get a Card Additionally, our |
t Visa U.S.A. | ATM Locator | Site Map | Legal | Privacy Policy
right 2004, Visa U.S.A. All rights reserved.
|
4« | o
@Openlng page http:/fwww.usa.visa.comfp alfsecure_with_visafindex.htmizit=h1_findex.html... |_|§[_|. Internet 4
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The Image Spam Problem

Almage spam presents a new challenge to spam
filters
AMessages are sent as images instead of text
AGibberish text is inserted to fool content filters
Almage files are randomized to avoid signature detection

ASpammers alter every possible file attribute to
trick filters
AChanging image size, margins, color shades
AAdding random noise, fAdust o
ASplitting or breaking images
AAssembling multiple images into animated GIFs

AThe impact has been significant

ASpam rates have increased sharply as image spam bypasses
many legacy spam filters

AMost vendors have lacked the ability to view or filter image
content

&5 Tumbleweed 32

40% A
n
35% -
30% -
25% A
20% A
15% A
10% A
5% -

0% -

online doctor JNEEE

2003 2004 2005 Q106 Q206 Q306

Growth in Image Spam Quantity

Tumbleweed Message Protection Lab, Nov. 2006

MESSAGING - SECURE AND SIMPLE




Ma Bachelors Masters MiA, and Doctorate ®hl

Random dots and

_ _ Adust speckso
ave vol ewer thought that the only thing stopping wou

om 2 grest job and beller pay was a few letlars bebind 5, = 5o - \ -
ﬁ natie? 1\ .7 ‘PREMIER PHARMACY &
1l now wou ¢ get them! - - lt y . £t WIAGRA,CIALIS, LEWITRA Online Price!
— scure fonts to bypass _ e - g oo
Gibberish text to fool Bithin 4-0 weekal OCR scanning . 30°$13495 | @ CIALIS 207 $169.95
Bayesian filters J?E)D%tudy_%%rd WO 50 too. | @) sowm o 30 £ |
ONTUENET Rendomizea [0 «¥iified trmeatpte ae deo | [ @ “eoreciaan soess | ameien  30'§1205

pi xel nnoi s egnignhiber et w WaNAW 30512345 B viacGRa SOFT S0

+] 270 Bl B 244% b BB new CIALIS SOFT 30 $224.95

- $250,90
W .rx555.com _

You want to talk to this guy? Floyd as
course? A great bearded lout swinging*

- W Bave up to»BD‘?Q'.'a::l your prescriptiin Meds! -

RXNN.ORG

Stainless Steel Rats was a simple on

| cioh of coliof oo un : ) A2 _DDJ. not click, type in your browser www.rxnn,arg
Changing background Being built now in the naval shipyard at Udrydde.Were
colors and patterns odious. They could try all rightbut | would give them a
| looked at my chest but of col -
I Altering text & background

colors and textures

v

te: Mondzy. ber 27. 2006
SHang: o CHENY HE KUFIMGT NEW
Sumbo CNHC, PK

rices $$1é44 (UP 7% on Friday)

China Health Management Corp. ANounces the
Hospital s Setup Proposal Received Additional
oproval from Kunming City, Yunhan, China

WBRS OPEMS UF 2007 WITH G
THIS OME IS5 SURE TO TRKE YOl

MHC HAS BEGUN. BOOHING ! CHINA IS THE HOTTEST

COUNTRY T
RADAR !

IN RIGHT NoW! ADD CHHC To YOUR

*xx CNHC ON MONpAY NOV 27 =xx

Shifting text height
and position to fool
OCR scanning

|||'|"'|"!P'I'|:. |'||:||-| REL L '—HET-'E l
Recommendation: Strong Buy

25 Tumbleweed: 33 MESSAGING - SECURE AND SIMPLE




