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A Investment Impact on Mobile Security
A Closing the Security Gaps
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Today Everyone is Mobile and Access IS
1 Everywhere
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Road Warriors
Trains

Planes Automobiles Night
Highly Mobile Employees: 25% Employees with Laptops: > 50%
[ Mobi Il ity] 1 s not | imited to the trac

Oroad warriorsd® seeking to access <cor
public places; increasingly it also includes-piam¢ and fuitime home workers and
socal l ed 6day extenders. 0

- Jeremy Green & Pauline Trotter, Ovum, 12/05
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> The Trends

#1 More Security Threats
85% of IT managers view mobile working as
a serious threat to company data
(Dimension Data)

F ==
I #2 More Mobile Devices
More notebooks than desktops
were sold in the U.S. in May,

according to areport from
Current Analysis.

#4 More Ways to Connect
55% of enterprises will deploy Wide
Area Wireless by 2006 (Yankee)

#3 More Mobile Workers
66% of the workforce will be mobile by 2006,
by which time there will be 100 million
mobile workers in Western Europe. (IDC)
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> Security Breaches Are Growing
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Over 93 million data
records of U.S. residents
have been exposed due to
security breaches since
February 2005.

5/3/06:

Data of all American veterans
were stolen from a VA
employee's home. Theft of the
laptop and computer storage
device included data of 26.5
million veterans.

2/15/05:

ChoicePoint's announcement
that bogus accounts had been
established by ID thieves was a
watershed event in terms of
disclosure to the affected
individuals.
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The Red Tape Chronicles
"1l JUST BOUGHT YOUR HA

Posted: Mondav. June 3" at 03:00 AM CT
Hank Gerbus holdz his prodigal computer hard drive, which was supposed to have been
destraved by Best Buy but turned up zix months later in the hands of a2 stranger, Photor WLWT-
T

One year ago, Hank Gerbus had his hard drive replaced at 3 Best Buy store
in Cincinnati. S5i months ago, he received one of the most disturbing phone
calls of his life.

"Mr, Gerbus," Gerbus recalls a stranger named Ed telling him. "I just bought
your hard drive in Chicago.”

Gerbus, a 77-year-old retiree, was alarmed, He knew the old hard drive was
loaded with his personal information -- his Social Security number, account
nurmbers and details of his retirement investments, But that's not all. The
computer also included data on his wife, Roma, and their children and
grandchildren, including some of their Sacial Security numbers,

Ih June 2005, when Gerbus took his computer to Best Buy for repairs after a
hard drive crash, he knew the drive was a potential hot potato. So when a
clerk there told him it had to be replaced, he asked for the damaged
hardware back,

Mo dice. The replacement was done for free, under warranty, and Gerbus
was told the old drive had to be sent to a repair center in Chicago to fulfill
warranty terms.
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> Threat Awareness
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Are remote device threats..

Increasing in visibility
or

Increasingly invisible??
Both , and with little warning
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> Disconnected Mobili

ty Threats
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Data In Motion: Wireless Hacking:

Lost Device: Stolen Laptop:

Taking Aim

Copyright 2006 Simple. Secure. Mobility. | FIBERLINK 8

O EEEEEESSSSSSSSSSSDDOESSSEEESESSSSSSST S O TEEEEEIm T i .



